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Operation of Your Wireless Configuration Utility:
Wireless USB Adapter User's Guide

This section discusses operation of the utility once it has been installed. It describes the system tray icon, the icon
menu, and starting the utility.

System Tray Icon

After the installation of the Wireless Configuration Utility, its icon appears in the System Tray in the
bottom right corner of your desktop.
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The color behind the logo indicates the link status, as follows:
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Em Disconnected

You can also view more complete information on the connection status of the link by placing the cursor
over the Configuration Utility icon. When your computer has established a link, placing the cursor over
the icon displays the network name, network type (infrastructure or ad-hoc) and connection speed. If
your computer has not established a link, placing the cursor over the icon indicates the problem (no
network adapter or no available network, for example).

Back to Top

Back to the Table of Contents

Icon Menu

Clicking the right mouse button on the System Tool Tray Icon displays a menu similar to the following
illustration:
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Clicking a command in the menu will cause the following action to occur:

About opens the Utility with the About tab selected, giving information on your Wireless adapter (its
hardware and firmware components) and its associated software (driver and configuration utility).

Help opens the help file.

Hide Systray Icon removes the icon for the utility from the System Tray at the bottom of your screen.
When you choose this command, the driver continues to operate the adapter in the last commanded
configuration, but to restart the Configuration Utility you must select Programs - Wireless - USB

Wireless Card Utility from the Start menu.

Link Status opens the Utility with the Link Status tab selected. This tab provides information on the
details and current quality of your connection to the wireless LAN. The section Link Status explains the
information displayed by this tab.

Site Monitor opens the Utility with the Site Monitor tab selected. The section titled Site Monitor
explains the operation of this tab.

Diagnostics opens the Utility with the Diagnostics tab selected. The section titled Diagnostics explains
the operation of this tab.

View Available Networks: The window displayed by this command depends on whether your computer
operates with the Wireless Zero Configuration service enabled under Windows XP:

e If you are already connected to a wireless network, choosing this command opens the Wireless
Network Connection window if your computer operates with Wireless Zero Configuration
enabled. Otherwise, choosing this command opens the Configuration Utility with the Link Status
menu displayed.

e If you are not connected to a wireless network, choosing this command opens the Connect to

Wireless Network window if your computer operates with Wireless Zero Configuration enabled.
Otherwise, choosing this command opens the Configuration Utility with the Wireless Networks

menu displayed.
Exit closes the Utility.

Back to Top

Back to the Table of Contents

Starting the Configuration Utility
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You can launch the Configuration Utility in one of three ways:

e by simply clicking the left mouse button on the Configuration Utility icon.

e by clicking the right mouse button on the Configuration Utility icon and selecting one of the first
five commands in the pop-up menu.

o If the Configuration Utility icon is not displayed in the System Tray, you can restart the
Configuration Utility from the Start Menu by selecting Programs -~ Wireless - USB Wireless

Card Utility.

ﬁ Note: The window displayed by the utility depends on whether your computer runs the Windows XP
operating system with the Wireless Zero Configuration service enabled. With this service enabled, many
the configuration and security functions of your adapter are controlled by the operating system rather th
the Configuration Utility.

Back to Top

Back to the Table of Contents
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Connecting to the Wireless Network:
Wireless USB Adapter User's Guide

With the Wireless USB Card driver and Configuration Utility installed, your computer automatically scans
for wireless networks. You can connect to any of the networks your card sees, and change the
parameters of your communications with any of these networks, by starting the Configuration Utility. The
facilities provided by the Configuration Utility to accomplish this differ slightly depending on whether or
not your computer runs the Windows XP operating system with the Wireless Zero Configuration service
enabled.

@Windows XP With Wireless Zero Configuration Enabled

@Windows 2000 or Windows XP With Wireless Zero Configuration Disabled

Windows XP With Wireless Zero Configuration Enabled

The Wireless Zero Configuration service allows the Windows XP operating system to handle the
configuration of your connection to a wireless network. With this service enabled, if you are not
connected to a wireless network when you start the Configuration utility, one of the following windows
appear on your desktop:
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This window lists the networks to which you can connect. To connect to any of these networks, choose it
from the list and click the Connect button. Once your connection is established, the Wireless Network
Connection window (shown below) appears on your desktop.

With this service enabled, if you are already connected to a wireless network when you start the
Configuration utility, the following window appears on your desktop:
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Dell Wireless - Wireless Network Connection 2
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“Windows ig currently managing thiz adapter.

To enable thiz application to manage thiz adapter, Windows Zero Configuration
muzt be dizabled far thiz adapter.

Fleaze refer to this application's help for detailed instructions on how an
adminigtrator dizables Windows Zero Configuration for an adapter.

Open Metwark. Froperties

v Show wireless configuration ican in spestray,

k. | Cancel

You can click the Open Network Properties button to access the tools provided by Windows XP to

manage network connections. Consult your operating system documentation for information on using
these tools.

Back to Top

Back to the Table of Contents

Windows 2000 or Windows XP With Wireless Zero Configuration
Disabled

If your computer runs the Windows 2000 operating system or the Windows XP operating system with
Wireless Zero Configuration disabled, all configuration of your connection to the wireless network is

controlled by the Configuration Utility. You may already be connected to a wireless network when you
start the Configuration utility.

When you start the Configuration Utility, the Wireless Networks window appears on your desktop:
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Dell Wireless - Wireless Network Connection 2
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The networks to which you can connect are listed in the window in the Available networks section. To
connect to any of these networks, choose it from the list and click the Configure button to the right of

the list. Configuration of a network is explained in the Configuring a Wireless Network section of this

manual.

Refer to the Using your Wireless Configuration Utility section for a description of the information

displayed by this utility. To connect to a different network, follow the instructions in the Configuring a
Wireless Network section of this manual.

Back to Top

Back to the Ta

ble of Contents
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Configuring a Wireless Network:
Wireless USB Adapter User's Guide

The WLAN Configuration Utility allows you to configure the parameters of your communications with the
wireless network through the Wireless Networks menu. The following topics are covered in this section
of the manual:

The Wireless Networks Menu
Network Configuration

The Association Tab

The Authentication Tab

The Wireless Networks Menu

Note: If your computer runs the Windows XP operating
system with the Wireless Zero Configuration service enabled,
configuration of a wireless connection is controlled by that
service. You must disable that service in order to use the
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WLAN Configuration Utility to configure wireless
communications.

Available Networks: The first section of this menu displays a list of the available wireless networks. If
you are associated with a network, a blue bubble appears over the icon for the network in both this list
and in the Preferred networks list.

The Configure button to the right of this list allows you to configure your connection to the highlighted
network; refer to Network Configuration for an explanation of this process. The Refresh button forces
the Configuration Utility to update the list by scanning for available networks.

Preferred Networks: The second section of this menu displays a list of preferred networks. This list
shows the order, from top to bottom, of the networks to which your computer will attempt to connect. If
your computer is connected to any of these networks, a blue bubble appears over the icon for that
network. If your computer cannot find any of these networks when it performs a scan, a crossed-out red
bubble appears over the icon for that network

When your computer starts searching for a wireless network, it begins by attempting to connect to the
first network in this list. If it cannot connect to this network, it then attempts to connect to the second
network in the list. This process continues until the computer establishes a connection with one of these
networks. After a connection is established, if a higher priority network becomes available, then the
current connection is dropped and the computer connects with the higher priority network.

You can change the order of preferred networks by highlighting a network in this list and clicking the
Move Up or Move Down buttons.

The Add button allows you to add a network to the list of preferred networks. The Properties button
allows you to configure the selected network. Refer to Network Configuration for an explanation of the
operation of these buttons. The Remove button removes the selected network from the list of preferred
networks.

Two items appear beneath the Preferred networks section. The Show wireless configuration icon
in systray field determines whether the icon for the WLAN configuration utility appears in the system
tray at the bottom right side of your desktop. If this field is not checked, you can start the Configuration
Utility from the Start Menu by selecting Programs - Wireless - USB Wireless Card Utility.

At the bottom of the Wireless networks menu are three buttons. Clicking the OK button applies any
changes you made in this or any of the other menus of the Configuration Utility and closes the utility.
Clicking the Cancel button cancels any changes you made since you last clicked the Apply but does not
close the utility. Clicking the Apply button saves any changes you made in this or any of the other
menus of the utility and leaves the utility open.

Back to Top

Back to the Table of Contents

Network Configuration
There are three ways to configure a network through the WLAN Configuration Utility:

e by choosing a network in the list of available networks and clicking the Configure button.
e by choosing a network in the list of preferred networks and clicking the Properties button.

e by clicking the Add button beneath the list of preferred networks.

When you click any of these buttons, a window similar to the following appears on your screen:
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If you clicked the Configure or Properties button, the name of the network highlighted when you
clicked the button appears in the Network name (SSID) field. If you clicked the Add button to display
this menu, this field is blank. To add a network to the list of preferred networks, enter its name in this
field.

Two buttons appear at the bottom of this menu. Clicking the OK button applies any changes you made in
this or any of the other menus of the Configuration Utility. Clicking the Cancel button cancels any
changes you made since you last clicked the Apply button. Clicking either of these buttons returns to the
Wireless networks menu.

Network configuration consists of specifying values for association and authentication, as explained in the
following sections.

Association Tab

file://C:\Documents and Settings\Mark\My Documents\Reports to review\J59313\submittal items\...

Association refers to the ability to join a network, either infrastructure or adhoc. The most basic
requirement for associating with a network is specifying the correct network name, or Service Set
Identifier (SSID), for the network.

Networks may also require authentication and encryption for access. Authentication is the method used
by the network to determine whether you are authorized to join the network. Encryption is the method
used to mask data transmitted over the network.

If this is the case for the network you are configuring, you must enter the authentication and encryption
types for your network in the Wireless Network Key section of this menu. To choose a value for these
fields, click the down arrow to the right of the appropriate field and highlight one of the values that
appear in the drop-down list.

Page 3 of 13
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Authentication

There are four types of authentication:

Open authentication
Shared authentication

o WPA authentication
WPA-PSK authentication

Open, Shared, and WPA authentication require no further configuration.

To use WPA-PSK authentication, you must click the Properties button next to this field and enter a
shared secret key.

Wi-Fi Protected Access (WPA-PSK) Properties [Z|

Shared Secret ey ||

] | Cancel ‘

You may type either between 8 and 63 alphanumeric characters or exactly 64 hexadecimal characters.

Encryption

Open and Shared authentication can use WEP (Wired Equivalent Privacy) encryption to mask
transmitted data. When you specify that WEP is enabled for the network, you must enter the WEP
encryption keys by clicking the Properties button to the right of the Encryption Type field.

WEP Access Properties EI

" Enter Pazsphraze {* B4 kit [

Global [default] key: |1 =

Ok | Cancel

When you click this button, the Configuration Utility selects Enter Manual Keys, and allows you to enter
keys as either alphanumeric or hexadecimal characters. To enter a key, click in the field for any of the
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four WEP keys and begin typing. For 64-bit encryption, you must type exactly 5 alphanumeric or 10
hexadecimal characters in these key fields; for 128-bit encryption, you must type exactly 13
alphanumeric or 26 hexadecimal characters. You then click the OK button to create your encryption
keys. After you click the OK button, the Configuration Utility uses asterisks to mask your keys.

The Global (default) key field lets you specify which of the four encryption keys you use to transmit
data on your wireless LAN. You can change the default key by clicking on the up or down arrow at the
right of this field until the number of the key you want to use appears. As long as the Access Point or
computer with which you are communicating has the same key in the same position, you can use any of
the keys as the default.

To create encryption keys using a passphrase, click the radio button next to Enter Passphrase and type
a character string in the Passphrase field. As with creating keys manually, you must type exactly 5
alphanumeric or 10 hexadecimal characters for 64-bit encryption, or exactly 13 alphanumeric or 26
hexadecimal characters for 128-bit encryption. After you click the OK button, the Configuration Utility
generates 4 WEP keys and uses asterisks to mask your keys.

For WPA and WPA-PSK authentication, you can specify either TKIP or AES encryption. Neither of these
encryption methods requires configuration.

Two fields appear at the bottom of the Association menu. If you check the first field (by clicking in the
box to the left of the field), your computer can associate with Access Points that do not support
encryption, provided that the network name used by the AP matches the Network name specified in this
menu.

If the network that you are configuring is an ad-hoc network, the second field at the bottom of the
Association menu is checked. If you are adding an adhoc network, click the check box next to this field.
When this field is checked, you specify the channel used in the ad-hoc network by clicking the down
arrow to the right of the Ad-hoc Channel field and highlighting the appropriate channel.

Back to Top

Back to the Table of Contents

Authentication Tab

If the network you are configuring requires authentication, select the Authentication tab to continue.

Selecting this tab displays a menu similar to the following:
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To enable authentication, click the check box next to the Enable IEEE 802.1x authentication for this
network field. Checking this box activates the fields in the menu, allowing you to specify authentication

parameters.

The first field in this menu lets you specify the type of Extensible Authentication Protocol (EAP) used by
the network. To choose a type, click the down arrow to the right of this field and choose one of the types

from the displayed list.

Beneath this field are three additional fields used to specify other authentication parameters. To enable

any of these parameters, click the check box next to the appropriate field.

The Always prompt for Username/Password when EAP method requests them checkbox, if

enabled, will present a dialog box asking for a username and password, even if they are already
configured for this profile. This option is incompatible with the following option.

The This is a "public” profile, to be shared by all users on this system checkbox makes this a
system-wide profile. The adapter can use this profile regardless of who is logged in or even if there is no

user logged into Windows. This option is incompatible with the previous option.

For public profiles, the Use System Client Certificate field lets you specify that the computer itself
(regardless of who is logged into the computer) must present a certificate to be authenticated on the
network. When you enable this field, you must choose a certificate in the following Certificate field.

After you choose an EAP type, click the Properties button to specify the information required for
authentication. The following sections describe configuration of each available EAP type.

e PEAP authentication

e TLS/Smart Card authentication

e EAP - Cisco Wireless (LEAP) authentication
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e MD5 Challenge authentication

e TTLS authentication

PEAP Authentication

Clicking the Properties button for PEAP authentication displays the following menu:

Protected EAP {PEAP) Properties X

Uzername: ORI MOLE

[ Usze client certificate

lzsued To | lzzued By | E=piration D ate |

Server Mame:

[ Walidate server certificate
v Allow intermediate certificate autharity
W Allow subdomaing

i~ Tunneled Authentication

[ Automatically use my Windows logon usemanne and passwond
[including damain if available].

Uzermarmne: I

Fazzword: I

Authenticatior; | MS-CHAPY2 -

] | Cancel |

PEAP requires a Username and a Server Name; enter this information in the appropriate fields on your
screen. With PEAP, you can use a client certificate for authentication with the server by clicking in the
check box next to the Use client certificate field and then highlighting a certificate from the list to
select it.

Clicking next to the Validate server certificate field specifies that the authentication server must
correctly identify itself before any client authentication begins.

Clicking next to the Allow intermediate certificate authority field lets you receive certification
credentials from an authentication server authorized to provide authentication services by the server
named in the Server Name field. Clicking next to the Allow subdomains field allows you to receive
certification from an authorized server on any subdomain in your network.

Tunneled authentication requires a Username and Password (which you can enter in the appropriate
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fields in this menu). You can also use your Windows username and password for tunneled authentication
by checking the box next to Automatically use my Windows logon and password (including
domain if available).

Tunneled authentication also requires an authentication method. To choose a method, click the down
arrow next to the Authentication field, and then click on the method that you wish to use in the
displayed list.

To save the information you entered in this menu, click the OK button. To discard any changes you
made in this information, click the Cancel button. Clicking either of these buttons returns to the
Wireless network properties menu.

Back to Top

Back to The Authentication Tab

Back to the Table of Contents

TLS/Smart Card Authentication

Clicking the Properties button for TLS/Smart Card authentication displays the following menu:

TLS/Smart Card Properties

Uzername: S0P IO

[ Usze client certificate

lzsued To | lzzued By | E=piration D ate |

Server Mame:

[ Walidate server certificate
v Allow intermediate certificate autharity

W Allow subdomaing

-
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TLS/Smart Card authentication requires a Username and a Server Name; enter this information in the
appropriate fields on your screen. With TLS/Smart Card authentication, you can use a client certificate
for authentication with the server by clicking in the check box next to the Use client certificate field
and then highlight a certificate from the list to select it. Certificates located on a smart card must be
located in the public area of the card.

Clicking next to the Validate server certificate field specifies that the authentication server must
correctly identify itself before any client authentication begins.

Clicking next to the Allow intermediate certificate authority field lets you receive certification
credentials form any authentication server authorized to provide authentication services by the server
named in the Server Name field. Clicking next to the Allow subdomains field allows you to receive
certification from an authorized server on any subdomain in your network.

Tunneled authentication requires a Username and Password (which you can enter in the appropriate
fields in this menu). You can also use your Windows username and password for tunneled authentication
by checking the box next to Automatically use my Windows logon and password (including
domain if available).

Tunneled authentication also requires an authentication method. To choose a method, click the down
arrow next to the Authentication field, and then click on the method that you wish to use in the
displayed list.

To save the information you entered in this menu, click the OK button. To discard any changes you
made in this information, click the Cancel button. Clicking either of these buttons returns to the
Wireless network properties menu.

Back to Top

Back to The Authentication Tab

Back to the Table of Contents

EAP - Cisco Wireless (LEAP) Authentication

Clicking the Properties button for LEAP authentication displays the following menu:
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EAP-Cisco (LEAP) Properties X

[ Automatically use my Windows logon usemame and password
[including domain if available).

Idzername: |

Pazzward: |

i~ Cigoo Compatible Extenzions [CCH)
[ Use netwark EAP

[ Enable rogue AP detection

r .
| =

Cancel

LEAP security requires a Username and Password; enter this information in the appropriate fields on your

screen. You can also use your Windows username and password by checking the box next to
Automatically use my Windows logon and password (including domain if available).

You can also enable CCX (Cisco Compatible Extensions) with LEAP security. Network EAP utilizes an

authentication server on the network. To use this facility, click the check box next to Use network EAP.

CCX provides a means to avoid associating with unauthorized Access Points. To enable this facility, click

the check box next to Enable rogue AP detection. With this facility enabled, you can also change

authentication credentials if AP authentication fails by clicking the check box next to the Allow Change
in Credentials on Failure field, and set a time out value for this authentication by clicking the up and

down arrows to the right of the Timeout field.

To save the information you entered in this menu, click the OK button. To discard any changes you
made in this information, click the Cancel button. Clicking either of these buttons returns to the
Wireless network properties menu.

Back to Top

Back to The Authentication Tab

Back to the Table of Contents

MD5 Challenge Authentication

Clicking the Properties button for MD5 Challenge authentication displays the following menu:
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MD5 Challenge Properties x|

—

[ Automatically use my *Windows logon usemname and pazsword
[including domain if available).

Ilzernarme:; |

Paszwaord: |

k. | Cancel

MD5 Challenge authentication requires only a Username and Password; enter this information in the
appropriate fields on your screen. You can also use your Windows username and password for MD5
Challenge authentication by checking the box next to Automatically use my Windows logon and

password (including domain if available).
To save the information you entered in this menu, click the OK button. To discard any changes you

made in this information, click the Cancel button. Clicking either of these buttons returns to the
Wireless network properties menu.

Back to Top

Back to The Authentication Tab

Back to the Table of Contents

TTLS Authentication

Clicking the Properties button for TTLS (Tunneled Transport Layered Security) authentication displays
the following menu:
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TTLS Properties @

Uzername: ORI MOLE

[ Usze client certificate

lzsued To | lzzued By | E=piration D ate |

Server Mame:

[ Walidate server certificate
v Allow intermediate certificate autharity
W Allow subdomaing

i~ Tunneled Authentication

[ Automatically use my Windows logon usemanne and passwond
[including damain if available].

Uzermarmne: |

FPaszward: |

Authenticatior: | Chap -l

] | Cancel |

TTLS requires a Username and a Server Name; enter this information in the appropriate fields on your
screen. With TTLS, you can use a client certificate for authentication with the server by clicking in the
check box next to the Use client certificate field and then highlighting a certificate from the list to
select it.

Clicking next to the Validate server certificate field specifies that the authentication server must
correctly identify itself before any client authentication begins.

Clicking next to the Allow intermediate certificate authority field lets you receive certification
credentials form any authentication server authorized to provide authentication services by the server
named in the Server Name field. Clicking next to the Allow subdomains field allows you to receive
certification from an authorized server on any subdomain in your network.

Tunneled authentication requires a Username and Password (which you can enter in the appropriate
fields in this menu). You can also use your Windows username and password for tunneled authentication
by checking the box next to Automatically use my Windows logon and password (including
domain if available).

Tunneled authentication also requires an authentication method. To choose a method, click the down
arrow next to the Authentication field, and then click on the method that you wish to use in the
displayed list.

To save the information you entered in this menu, click the OK button. To discard any changes you
made in this information, click the Cancel button. Clicking either of these buttons returns to the
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Wireless network properties menu.

Back to Top

Back to The Authentication Tab

Back to the Table of Contents
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